1 DENAUTE NAPOJIN
CNOXKHBIMM
M BE3/IE PA3HBIMM

[1aponb A0/KEH BbITb /TMHHBIM

W COAEPXaTb Pa3Hble 3HaKK: OYKBbI
bosiblure 1 ManeHbKKe, UMGPbI 1 CUMBObI.
Jlyyuie Bcero 3anoMuHath naposv vepes
CNeLmManbHoe NPUNoXeHHE (MEHBAXED
napoJied), KOTOPOe CO3/ACT COXHbIN
Napo/ib 1 COXPaHMT ero be3onacHo.

2 NPOBEPSIUTE
CAUTbI U ITUCbMA
BHUMATE/IbHO

Ecnu nonyyaete cTpaHHble co0bIIEHNS

C NPOCcb60iA CPOYHO 0BHOBUTL MHPOPMALIKID
WA NOATBEPAWTb ONAATy, NEpenpoBepbTe
Ha3BaHue caiTa. MotweHHUKM Nobat
MaCKMpOBATbCS N0/ U3BECTHbIE OPEH/bI
(baHKu, MarasuHbl, COLICETH).
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7 AKTUBUPYWTE
JIBOVIHYIO 3ALLUTY

JIByxcTyneHyatoe noATBePX/AEHMe
NOMOraeT YCUUTL HE30NacHOCTb BaLIEro
aKKayHTa 0N0NHUTE/IbHBIM YPOBHEM
3allyTbl. OBbIYHO 3T0 0AHOPA30BbIA KOA,
NpUCHINAEMbII Ha CcMapTdOH uam e-mail.
bnarogaps atomy, axe ecim
3M0YMbILLIEHHIK Y3HAET Balll Napob,

OH HE CMOXET nonacTh B NPodGub

663 NoATBEPXEHNA C BALIETO YCTPOIACTBA.

4 OCTABNAWTE MEHBLLE
CNEAQB B UHTEPHETE

(otorpacuu ¢ reoaHHbIMK, YEKM, BUNETI
Ha CaMONET UMM NOE3A — 3T0 BCE LIEHHas
HdOpMaLKa 19 NPeCTYNHUKOB.
[MoaymaiiTe ABaX/bI, NPEX/e Yem
NENUTHCA TaKvMM BELLAMK NYBMYHO.

5  BEPETUTE BAKHYHO
UHOOPMALIUIO

Bceraa aenaiite pesepsHble Konuu
CBOMX BaXHbIX DaiiNIOB 1 XPaHUTE MX TaM,
KY/1a HUKTO NOCTOPOHHMI He A0bepeTes.
CoBpeMeHHble 0671a4HbIE XpaHUANLLA
3aUWMLLAKT AAHHbIE CNELMAbHBIMY
TEXHONOrUAMM WKdPOBAHNA.

6  OYMILAWTE CBOM
CTAPBIE YCTPOUCTBA

[epen npoaaxeit cTaporo TeNedoHa,
MNHILIETa WK KOMMNbIOTEPa 06513aTe/IbHO
COTPUTE C HUX BCIO /IAYHYI0 MHDOPMALIHD.
BbINoAHUTE NO/HYH0 0YMCTKY NaMsTU

W1 BOCMO/b3YWTECH CMIELMASBHOIA
NPOrPaMMOi NS CTUPAHKS 1aHHBIX.

]  bYATE OCTOPOXHbI
B OBLLECTBEHHBIX
WI-FI 30HAX

ObwectsenHblit Wi-Fi (B Kade, TpaHcnopre)
Hebe30naceH, NoToMY YTo NPECTYMHUKM
MOryT YBUAETb M YKPACTb Bl JaHHbIE.

8 3AWMWTUTE MOBM/IbHOE
YCTPOMCTBO

Vicnonb3ayiTe cpeacTsa baoKMpoBKy
aKpaHa cMapThoHa MK NIaHLLIETa
(PIN-KoA1, pucyHOK, 0TneYaTok nanbLia).
TaKKe ycTaHoBUTE NPOrPaMMbI 3aLLUTHI
0T BUPYCOB 1 BPEAOHOCHBIX NPUAOXEHMUIA,
Takue Kak Dr.Web, Kaspersky Mobile
Security nam Avast Antivirus. ObHoBnsiiiTe
NPOLIMBKY MOBUALHOIO YCTPOIACTBA
PETYNAPHO, TaK KaK Kax/0e 0DHOBNEHME
NOBbILLIAET YPOBEHD 3ALNTDI.



9 HE JI0BEPSIUTE
HE3HAKOMbIM
[MPUI0XEHUAM

WHora nonb3oBaTeNM yeTaHaBMBaKT
CTOPOHHIE MPOrPaMMbl, KOTOpbIE
HE3aMETHO BOPYIOT JaHHbIE. 3arpyxaiite
NPUNOXEHIA TObKO U3 0DMLMANbHBIX
mara3uHos (RuStore, Play Market)

W YUTaTE OT3bIBbLI PYIUX NONb30BATENEH.

10 HAYHUTECb
PACIO3HABATb
ObMAH

HekoTopble TeXHON0MM YMeIoT
NoA/eNbIBaTH F0N0CA W UL NH0/EH
(deepfakes). Ecam nonyynnn coobuueHme
WM 3BOHOK OT 1pYra Wam 3HaKoMoro,

HO OHO KaXeTcs CTPaHHbIM, NOCTapaiATech
NPOBEPUTL UHGOPMALIMID APYIMMM
cnocobamu, npex/e YeM pearupoBars.
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